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User Privacy in 10T

Jawwad Ibrahim, Maria lltaf, Naeem Saleem, Kamran Younas, Attig Ahmed Khan

Abstract—Internet of things (IOT) is growing and relatively new technology using wireless Sensor Networks (WSN) and IP based
communication. Participation of large number of devices and there mobility make it more and more challenging in term of connectivity,
security and user privacy. In this paper we are going to analyze the technological aspect regarding network technologies, security and user
privacy issues and suggest measures for improvements of user privacy in such ubiquitous networks. Because of unattended nature of IOT
devices regular connectivity and security related issues always will be there and these are of our major concerns to make the network
more secure. This paper is going to focus specially user privacy in this wireless nature of the networks, where user is not fully aware with
the data collection and its usage. Normally, data is collected more than required, it must be according to actual needs and its usage should
be accordance with collection purpose to maintain the user privacy. By maintaining most of the storage and control of information
processing at provider’s place not at cloud or other third party setups and furthermore private and public key combination encryption during
data communication will enhance the privacy of user in such type of environments.

Index Terms— Internet of Things (IOT), Wireless Sensor Networks (WSN), Connectivity, Security, User Privacy, IOT Clouds.

1 INTRODUCTION

he internet of things, also called Internet of objects, refers

to a wireless network between objects usually the network

will be wireless and self-configuring, such as household
appliances. The IOT will change everything including our-
selves. The Internet of Things can be measured as new wave in
Internet development. Internet of Things has ability to connect
devices can range from smart house hold appliance to Self -
Flying Pilotless planes and hi tech Drones. In simple words,
IOT can be defined as “any-time, any-place and any-one con-
nected technology which is based on technology which make
things and people get closer to each other.”

IOT is an emerging technology which has been involved in
nearly every field of life. Concept of smart homes, smart build-
ings and smart cities is now present in reality and making dif-
ferences in human’s lives. IOT in many important and critical
fields like healthcare management, supply chain management
and in enterprise processes playing vital role to facilitate from
the individual to enterprise level. As IOT is going to make
influence in all business areas in future, the rest of paper is
organized as follows. In section I we will discuss the literature
review of IOT. In section II technological specifications and
layers in IOT. In section III Threats to IOT specially user priva-
cy and finally in section IV Measures need to be taken to im-
prove the user privacy in IOT.
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2 LITERATURE REVIEW

The rise of IoT has promising effects on people’s lives in many
areas including transportation, healthcare, commerce and
household equipment. IoT devices collect data from real world
and transmit it to cloud servers to process and store. Data
gathered by remote devices can contain sensitive side channel
information that may goes beyond the purpose for which the
data collected. This area of user privacy and data security
need to be focus and make user private up to certain possible
limit in such ubiquitous environment. By using differential
privacy we can deal with this threat of user privacy. Differen-
tial privacy is a class of techniques that add probabilistic trans-
formations to each data item in a large database to prevent
any individual from being identified from the larger set. [1, 3]
Key challenges in Internet of Things are data security and user
privacy. IoT systems are highly at risk due to dynamic, mobile
and physically unprotected nature. For better security and
privacy encryption protocols to be efficient and scalable, soft-
ware protection techniques should be improved for small de-
vices. Existing encryption techniques like RSA and DES need
to be revisit for small devices where it costly due to its compu-
tational capabilities. [2]
IoT has been widely applied in many fields of life, requiring
huge volume of data to be processed; devices don’t have the
capacity and always resorts to the cloud for outsourced stor-
age and computation, which has brought series of security and
privacy threats. We can reduce these kinds of threats without
exploiting pubic key homomorphism encryption; furthermore
exploit it to address secure packet forwarding by aggregated
transmission evidence to resist layer attacks and by applying
privacy preserving message filtering in cloud IoT [3, 12].
IoT have various benefits for humans as devices include sen-
sors which enhance the security and can monitor the health of
people. But these devices are usually energy efficient. Because
of energy efficiency they tend to suppress the complex encryp-
tion standards which cause to render energy. But this affects
the privacy and it becomes easy to collect the user infor-
mation. [4]

IJSER © 2019

http://www.ijser.org


http://www.ijser.org/
mailto:author_name@mail.com

International Journal of Scientific & Engineering Research Volume 10, Issue 1, January-2019

ISSN 2229-5518

In this loTs era, the short-range mobile devices are implanted
in our daily requirements. The communication between peo-
ple and between object to object is gradually increased. Ob-
jects can locate each other in any time. The efficiency of in-
formation communication and management has risen to a new
height. The security and privacy implications of such evolu-
tion should be carefully considered to new technology. The
protection of data and privacy of users has been identified as
one of the key challenges in the IoT [5].

Due to rapid growth of internet and communication technolo-
gy, we are now led to an imaginary space of virtual world. IoT
is relatively new area of technology and its certain limitations
led to security and privacy concerns. Privacy breach threat is
present at different levels, for example at device level, at pro-
cessing level, during communication and at storage level.
There are several open issues related to the security and priva-
cy that need to be addressed by research community to make
secure and trusted platform in the future. Lot of knotty prob-
lems are waiting for researcher to deal with [6].

Mobile and embedded systems are found everywhere and its
application are also in manufacturing industry where it is a
source of interactive manufacturing and modern processing
branch of industry, it also produce and process huge amount
of sensitive and private data. This privacy needs to be source
from attackers and hackers targeting such private and sensi-
tive data. This needs holistic security approach and resist the
design of present industrial internet of things to make it secure
and trust worthy for the industry platform[8].

3 10T TECHNOLOGICAL FRAME WORK

IOT services are possible through the implementation of different
architecture and technologies. In this section we will look on
different technologies used to make the 10T a reality and areas of
application which are making difference in our lives.

3.1 Radio Frequency Identification (RFID)

RFID systems are important part of 10T, it consist of RFID
tags and a reader. Tags contain the specific identifiers and
reader reads the tags in nearby areas and sends information
about different entities to central location, it is processed for
further actions. The tags contain the information saved in
micro embedded chip into it. When the object containing
information in tags come in the range of a reader it
information fetches and send to the connected system to deal
accordingly. Like a vehicle with RFID tag for road tax pay
pass through a reader, it read the information in tag and sends
it to connected system and decreased to certain amount from
the account of that specific vehicle’s tag. This RFID system is
one of the very first data collection systems in the whole I0Ts
setup.

3.2 Wireless Sensor Network

In WSN a variety of sensor nodes are installed to collect
information to related objects. These sensors needs continue
power supply mostly in the form of batteries and the
communication link to transfer the collected information.
These sensors include IP cameras, heat sensors, weight
sensors, light sensors and so on. Collection of data through
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these sensing devices is real time and accurate. On the other
hand data collected and entered by humans may cause some
errors and entering the data may also lead to some errors.
Network connectivity provides the smooth transfer of data the
next procedural place. These sensors are core of data
collection system, because all data collection is done by these
sensors and then any kind of further action of processing and
storage can be done, if data collection is timely and accurate,
further action would also be in right direction.

3.3 Internet Connectivity

This world is now known as connected termed as global
village. This all is possible through internet connectivity. In
IOT after data collection its transfer is possible by using
internet links may be wired but mostly wireless e.g. Wi-Fi,
3G, 4G technologies. Devices are recognized by IP address
which always be unique. In present time the IPV6 addresses
are in use. Before this IPV4 in use because of increase in the
internet connected devices in this era of information
technology IPV4 address range suspect to be short in future.
To handle this upcoming problem about the addresses to be
available, IPV6 is introduced which is 128bits address and
capable to maintain all the devices in future.

3.4 10T Middleware

Data presentation to user should be platform independent
and have no concern to technology issues. This all is pos-
sible by the IOT middle layer, where all the technical is-
sues have been handled by the business logic applications.
The user actually unaware of process behind connectivity
of things.[ 12,15,16] User may use different platform and
the provider may be different but both should be able to
communicate. It is possible through proper hardware and
software platforms and middle layer in this structure at
the back end provide all the necessary conversions and
technical issues handling, so the user always able to get
services seamlessly. All over the world IOT is deployed to
solve the most pressing issues. Connected technologies
are in used and increasing day by day to improve the ser-
vice delivery. With the decline in cost of microprocessor
and sensors, it is improving the use of IOT services in real
world. Now the world is most connected then past, while
90% of the global population is covered by mobile cellular
network. Now a day new technologies like 3G, 4G and
other long range of technologies providing facilities for
fast data communication. New and dynamic web lan-
guages and protocols like SOAP, COAP, XML and JSON
becoming more popular transfer methods/mechanism for
IOT.

3.5 Third Party Clouds

Among all other elements of existing architecture, clouds
are also one component playing a vital role of data storage
and processing by providing the pay par user service in
very reasonable price. As it normal in Internet of things to
collect the data continuously, to store and process this data
we need resources in terms of storage devices and pro-
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cessing machines. In the existing architecture of IoTs most
of the services of storage and processing are carried out
through third party clouds. There are many renowned and
less known clouds are in existence, providers always
tradeoff between the data type , its usage , user type and
the price they have to pay to select the cloud setup to be
used.

4 MAJOR CHALLENGES TO IOT

Where there are huge opportunities for businesses in 10T sector
and related service, there are some critical areas of concern are
also present. Basically, 10T is not a conventional network
technology due to its mobility and scalability and its requirement
for security and user privacy are also different. In this scenario we
have to secure the network and data as well as data transmission to
maintain the user privacy. For example information security, user
privacy, network security, sensors security and big data in IOT. In
this paper our major focus on user privacy which is closely
bounded with information security.

4.1 Information Security

Now day physical things are tightly bounded through wireless
sensor network (WSN) with information networks. WSN is
more exposed to security threats because unguided/wireless
media is more open for viruses and other security attacks as
compare to guided media. In IOT environment user needs
availability, integrity, confidentiality and authentication. These
elements are never compromised as IOT applied to crucial
applications in real world like defense, medical, transportation
and many more [13].

In this type of structure where things are connected through
wireless connections, huge data collection and processing
takes place concurrently and through link ability. Here is more
chance of security attacks like DOS attacks, unauthorized
access, session attacks, brute force attacks, cloning attacks,
routing attacks and social engineering .These types of attacks
are major concern for information security in 10T related
business.

4.2 User Privacy and Trust

Privacy is not a modern term; it has deep roots science the
inception of mankind. In IOT privacy defined “Privacy is the
right of individuals to determine for themselves when, how
and what type of information about them is collected,
processed, transferred and disseminated. In 1OT the actual
problems arise related to user privacy is because the lack or
very less control of user over the data being collected and
processed. Following the taxonomy of privacy by SOLVO,
privacy threats are raised during data collection, data
processing, data dissemination and intrusions. [20]

In IOT environment data collection is happing on a very
large scale and most of it is collected through sensors. Some
sensors are located in user premises and others are not. Users
may have the better control over the collection of data through
the sensors within their premises but have no such choice
about the ubiquitous sensors present around them in the real
world and out of their own premises e.g. surveillance cameras.

The collection of such huge data and its processing, father
more its transfer and presentation is the major source of user
privacy threats. During all these phase’s data is collected
through sensors and it is transferred through wireless network
and stored on the centralized cloud storage and furthermore
link ability of the all transaction from a user makes it more
vulnerable to user privacy. [17]

A client may need privacy from network owner and the
provider also. In 10T networks the most important threat to
user privacy is tracing user by linking transaction and queries
from a particular user using different devices and services.
User needs privacy regarding to its location as well as about its
queries for using the services. This is possible by making the
customer anonymous in the WSN. This will help the user to
maintain its privacy. This will also make it possible to save the
user form the profiling and traceability of user’s transactions.
When user is anonymous than transactions from a particular
user are not linkable or traceable. This capacity of unlink
ability make the privacy of user enhanced and strong than
previous.

4.3 Limitations of embedded devices

Firstly, embedded device like sensors and other smart devices
need to be energy efficient to make the device work for a
longer time. To achieve this goal we have compromise on its
storage and processing capabilities and just focus on its
primary function just to collect data, not to store or process it
and pass it on to next level after collecting it from the place or
environment where it is installed. This limitation lead us to
communicate data to the next level through wired or wireless
medium and if is wireless it farther leads to certain security
threats attached with wireless environment. Secondly, physical
security also matters due to mobile nature of embedded
devices and the unsecure physical location may cause security
concerns.

4.4 Cloud and third party participation

I0T is one of the source of Big Data, through the sensors huge
amount of data have been gathered and need to process and
store for use of in different kinds of analysis[5,25 ]. So in loT
it is normal to involve the third party services such as private
clouds and such other setups to store and process such huge
amount of data. Meanwhile it is normal practice to take
services like “pay per use” from clouds and third parties. This
approach may lead us to compromise upon customer’s private
information due to storage out of provider’s premises and one
of the major problems is data transmission from provider to
clouds and other locations. User may not be informed about
the use of his personal information and in the future is user
found any misuse of his/her personal information than surly
lose the confidence in such type of services which is not good
form future of such networks [2].

5 OuR CONTRIBUTION

During literature review and study of ongoing and previous
research of problem areas and their solutions we found that if
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two major issues get settled, many of the problems according
user privacy would be solved. Firstly, by minimizing data
storage and processing on clouds and third parties setup. In
future providers of such ubiquitous services should focus to
enrich their hardware setups in term of data storage and pro-
cessing so that they can store the real time and sensitive in-
formation about user that can be harmful if got hacked and
have to depend on third party services only for archives and
non sensitive data storage.

Secondly, by making some more efforts to keep information
secure during transmission from sensors to providers and
from providers to third party (non sensitive data). This could
be done by making standards of encryption more efficient by
making combination of public private key encryption rather
than only public key encryption (as in previous approaches)
and continuous change in the keys. This solution is appropri-
ate when we are collecting data from sensors because some
specific limitation of remote devices in term processing but
when transferring the data from controllers to provider and
then to cloud and third parties this will be applicable and go-
ing make difference. By this maximum information security
can be ensured and this will enhance the user privacy which is
our main focus.

6 CONCLUSION

IOT is relatively new field of technology and have been
adopted in some selected countries. IOT has the bright future
opportunities to be spread all over the world into different
fields. There are major concerns are present in term of its secu-
rity and user privacy as mentioned by most of the researchers.
In presence of these threats user would not be confident to
adopt these services and IOT will not flourish with rapid
speed. By taking measures to counter security and privacy
threats as suggested in this paper to enhance the providers
premises in term of processing and storage than depends on
clouds and third parties. Secondly by adopting better infor-
mation security measures as public private key combination,
continuous change and improvement with the passage of time
also improve the security during the communication of per-
sonal information. By taking all these actions user privacy will
improve and user would be more confident to adopt these
kinds of devices. This will enhance the future of things to
things connectivity. There are many open issues for research-
ers to make the things standardize in term of security and ar-
chitecture to be used in IoTs, solution of such issues also en-
hance the use of IoTs in near future.
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